Agency-Level Internal Control Assessment

Control Activity Assessment Tools

Exhibit 15:  Agency-wide Security Management Program


	

	This Control Implemented and Operating Effectively
	Agree/Disagree
	Comments

	1. The agency has developed a plan that clearly describes the agency-wide security program and policies and procedures that support it.
	    FORMDROPDOWN 

	      

	2. Senior management has established a structure to implement and manage the security program throughout the agency, and security responsibilities are clearly defined.
	    FORMDROPDOWN 

	     

	3. The agency has implemented effective security-related personnel policies.
	    FORMDROPDOWN 

	     

	4. Management monitors the security program’s effectiveness and periodically assesses the appropriateness of security policies and compliance with them.
	    FORMDROPDOWN 

	     

	5. If weaknesses in the security program are identified, corrective actions are promptly and effectively implemented and tested, and they are continually monitored.
	    FORMDROPDOWN 

	     

	6. Agency information technology policies and procedures are in accordance with ITS policies, standards and guidelines.
	    FORMDROPDOWN 

	     

	Conclusions Reached and Actions Needed:
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